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1. Introduction
During SA2#162, document S2-2405250 (i.e. TS 23.304 CR0436) was selected as baseline for further discussion of  TEI19_ProSe_NPN. It contains the following text with an Editor’s Note:
The 5G ProSe Layer-2 UE-to-Network Relay procedures in conjunction with CAG for PNI-NPN are supported with the following adaptations:
· the 5G ProSe Layer-2 UE-to-Network relay may participate in the 5G ProSe UE-to-Network Relay Discovery procedure if the 5G ProSe Layer-2 UE-to-Network relay is accessing a CAG cell in the Allowed CAG list configured on the 5G ProSe Layer-2 UE-to-Network relay.
NOTE 2:	5G ProSe Layer-2 Remote UE and 5G ProSe Layer-2 UE-to-Network Relay can access different CAG IDs.
NOTE 3:	In order to prevent that unauthorized 5G ProSe Remote UEs can gain access to a CAG cell operated by a PNI-NPN which a 5G ProSe Layer-2 Remote UE is not allowed to access, the existing access control mechanisms as specified in clause 5.30.3.4 of TS 23.501 [4] and clause 16.7.4 of TS 38.300 [12] are reused.
Editor's note: It is FFS whether the RSC is associated with CAG ID for 5G ProSe Layer-2 UE-to-Network relay.
This relates to the idea that was proposed during previous meeting (see S2-2404445) to extend the 5G ProSe UE-to-Network Relay Discovery policy/parameters for Layer-2 5G ProSe UE-to-Network Relay and Layer-2 5G ProSe Remote UE in clause 5.1.4.1 with an optional CAG Indicator per RSC. The CAG Indicator indicates a list of CAG identifiers for which the RSC is only allowed to be used if the Layer-2 5G ProSe UE-to-Network Relay is currently served by a CAG cell or can connect to a CAG cell that supports a CAG identifier indicated by the CAG Indicator.
In this discussion paper we will analyze the benefits of doing this, that similar issues may exist for SNPNs.
2. Analysis
2.1 Potential connection setup failures due to wrong RSC
As per TS 23.304 and the more detailed technical specification TS 24.555, the UE policies for ProSe include a generic list of PLMNs for which a Remote UE and U2N Relay are authorized, and a generic list of Relay Service Codes (RSCs) for which the Remote UE and U2N Relay are authorized. There is no correlation between the list of PLMNs and the Relay Service Codes (RSCs). Hence, it is not clear for a Remote UE which RSC to use during discovery or to use during connection setup to connect to a particular PLMN. Since the ProSe architecture allows for roaming between PLMNs, this is not really an issue. However, for NPNs roaming is not supported, so it is important to know which RSC to use during discovery and for connection establishment to a particular SNPN or PNI-NPN. 
Observation 1: current UE policies for ProSe provide only a flat list of RSCs that are not linked to a particular network.
Observation 2: since for NPNs roaming is not supported, it is not clear for a Remote UE which RSC to use during discovery and for connection establishment to a particular SNPN or PNI-NPN.
For the case of SNPN, if the Remote UE supports multiple SNPNs with one or more RSCs or a combination of SNPNs with one or more PLMNs with one or more RSCs, then only if a U2N Relay would provide an RSC during discovery in correspondence with e.g. the NCGI the Remote UE would be able to identify which RSC to use when it wants to connect to the network indicated in the NCGI. However, also the U2N Relay it is not provisioned with any information about which RSC to use during discovery of a particular SNPN or PNI-NPN, so it is likely to include or respond to all RSCs that it provisioned with. If the remote UE does not use the correct RSC during connection setup, then the connection setup would fail as per the security procedures in TS 33.503, and hence waste unecessary resources.
Observation 3: a U2N Relay is not provisioned with information about which RSC to use during discovery for gaining access to SNPN or PNI-NPN.
Observation 4: if a remote UE does not use the correct RSC during connection setup, then the connection setup would fail as per the security procedures in TS 33.503, and hence waste unecessary resources.
One can argue that for layer-3 relays, a set of PDU session parameters are configured that can indicate the slices and DNN that are linked to a particular RSC, and hence a Remote UE may be able to derive which particular SNPN or PNI-NPN it relates to. However, the configured slices and DNNs may not be unique for different SNPNs or PNI-NPNs. Furthermore, for layer-2 relays no such configuration exists. So if a layer-2 remote UE would be configured with multiple RSCs (e.g. one for gaining access to a normal PLMN and one for gaining access to a particular SNPN), then there is no way for the Remote UE to decide which RSC to use. Similar for the U2N Relay.
Observation 5: No information is provisioned for layer-2 remote UE and layer-2 U2N relay to decide which RSC to use for getting access to a particular SNPN if multiple RSCs for multiple SNPNs/PLMNs are configured, and for layer-3 remote UE and U2N relay the provisioned slice and DNN information may not be unambiguously assocated with a particular SNPN or other network if multiple RSCs for multiple SNPNs/PLMNs are configured.
In order to solve this issue, it is proposed to extend the 5G ProSe UE-to-Network Relay Discovery policy/parameters for 5G ProSe UE-to-Network Relays and 5G ProSe Remote UE in clause 5.1.4.1 with an optional SNPN identifier per RSC, at least for layer-2 relays. An RSC associated with such optional SNPN identifier is only allowed to be used if the NCGI of the cell that is serving the 5G ProSe UE-to-Network Relay or on which it is camping includes the same SNPN identifier.
Proposal 1: extend the 5G ProSe UE-to-Network Relay Discovery policy/parameters for 5G ProSe UE-to-Network Relays and 5G ProSe Remote UE in clause 5.1.4.1 with an optional SNPN identifier per RSC, at least for layer-2 relays. An RSC associated with such optional SNPN identifier is only allowed to be used if the NCGI of the cell that is serving the 5G ProSe UE-to-Network Relay or on which it is camping includes the same SNPN identifier.
A similar problem exists for PNI-NPNs. Consider the case that a layer-2 U2N Relay is authorized for providing ProSe relay services in a certain PLMN. In addition, it is authorized for providing ProSe L2 relay services to a PNI-NPN served by that PLMN, by means of a set of CAG IDs in its Allowed CAG list to allow it to attach to a CAG cell. Since the PNI-NPN and PLMN are likely to have different security context, the U2N Relay is likely to be provisioned with at least two different RSCs, at least one for providing L2 relay service to the PNI-NPN and one for providing L2 relay service to the general PLMN. Since the U2N Relay is not provisioned with any information about which RSC to use during discovery for the two different cases, it is likely to include or respond to all RSCs that it provisioned with, even if the cell would be a NPN-only cell as per 3GPP TS 38.331. For the L2 Remote UE we need to consider the following different cases:
1) The L2 Remote UE is only provisioned with a single RSC to allow it to gain access to the PNI-NPN and is provisioned with a set of CAG IDs in order to gain access to CAG cells, then if one of the RSCs provided by the L2 U2N Relay during discovery matches the provisioned RSC and a CAG ID in the L2 Remote UE’s Allowed CAG list is included in the RRC container provided during ProSe discovery (the RRC container containing SIB1 of the cell to which the L2 U2N Relay is connected to), then it is clear that the L2 Remote UE can connect to the PNI-NPN via the L2 U2N Relay and which RSC it needs to include during connection establishment with the PNI-NPN, even if the L2 U2N Relay would include two different RSCs during discovery. If the RRC Container provided during discovery indicates that the L2 U2N Relay is connected to an NPN-only cell (as per 3GPP TS 38.331) and if none of the CAG IDs is in the Allowed CAG list, then it cannot connect. 
2) The L2 Remote UE is only provisioned with a single RSC to allow it to gain access to the generic PLMN, but not to the PNI-NPN, then the Allowed CAG list of the Remote UE is expected to be empty and hence if the RRC Container provided during discovery indicates that the L2 U2N Relay is connected to a NPN-only cell (as per 3GPP TS 38.331) and if none of the CAG IDs is in the Allowed CAG list, then it cannot connect. Only if the RRC Container indicates that the cell to which the L2 U2N Relay is connected is not an NPN-only cell and allows also generic PLMN access to the respective PLMN, and one of the RSCs provided by the L2 U2N Relay during discovery matches the provisioned RSC, then the Remote UE can connect to the PLMN and the Remote UE knows which RSC to use.
3) The L2 Remote UE is provisioned with two RSCs, one to allow it to gain access to the PNI-NPN and one to gain access to the generic PLMN, and is further provisioned with a set of CAG IDs in its Allowed CAG list, then it is not clear which RSC to use if the L2 U2N Relay provides/responds to both RSCs during discovery (because as per observations 3 and 5 no information is provided at the L2 U2N Relay to associate the RSCs with a particular network). Let’s consider the following two subcases:
a)  The L2 U2N Relay is connected to a CAG cell and provides both RSCs during discovery. The L2 Remote UE can determine based on RRC container provided by the L2 U2N Relay and by verifying the list of CAG IDs with its Allowed CAG list that the L2 Remote UE can connect to the PNI-NPN via the L2 U2N Relay. However, as per observation 1 the remote UE does not know which RSC corresponds to the generic PLMN and which one to the PNI-NPN, and hence may choose the RSC for accessing the generic PLMN. The connection setup will then fail, because the RSC was not authorized to gain access to the PNI-NPN.
b)  The L2 U2N Relay is connected to a non-CAG cell and provides both RSCs during discovery. The L2 Remote UE can determine based on the NCGI and the RRC container provided by the L2 U2N Relay that the L2 Remote UE can connect to the generic PLMN via the L2 U2N Relay. However, as per observation 1 the remote UE does not know which RSC corresponds to the generic PLMN and which one to the PNI-NPN, and hence may choose the RSC for accessing the PNI-NPN. It is not clear whether the L2 Remote UE should be able to gain access to the PNI-NPN in this manner if it is not connected via a CAG cell. It may also use a wrong configuration (e.g. wrong security context), since the Remote UE was expecting to set up a connection to the generic PLMN and not to the PNI-NPN, so the connection setup will likely fail.
The same issue as indicated in bullet 3 exists when the L2 Remote UE and L2 U2N Relay are provisioned with different RSCs for multiple PNI-NPNs that require CAG. In general, this makes it difficult for a L2 Remote UE to look for a particular RSC to find a matching L2 U2N Relay to gain access to a specific PNI-NPN without having to try multiple RSCs during connection setup. That leads to unnecessary failures and delay in connection setup.
Observation 6: in case an L2 U2N Relay and Remote UE are configured with different RSCs for multiple PNI-NPNs requiring CAG or for one or more PNI-NPNs requiring CAG together with one or more generic PLMNs, then the L2 Remote UE may select the wrong RSC and connection setup to the network via the L2 Relay will fail.
In order to solve this issue, it is proposed to extend the 5G ProSe UE-to-Network Relay Discovery policy/parameters for Layer-2 5G ProSe UE-to-Network Relays and Layer-2 5G ProSe Remote UE in clause 5.1.4.1 with an optional CAG Indicator per RSC. The CAG Indicator indicates a list of CAG identifiers for which the RSC is only allowed to be used if the Layer-2 5G ProSe UE-to-Network Relay is currently served by a CAG cell or can connect to a CAG cell that supports a CAG identifier indicated by the CAG Indicator.
Proposal 2: extend the 5G ProSe UE-to-Network Relay Discovery policy/parameters for Layer-2 5G ProSe UE-to-Network Relays and Layer-2 5G ProSe Remote UE in clause 5.1.4.1 with an optional CAG Indicator per RSC. An RSC associated with such optional CAG Indicator is only included by a 5G ProSe UE-to-Network Relay during discovery if the Layer-2 5G ProSe UE-to-Network is currently served by a CAG cell or can connect to a CAG cell that supports a CAG identifier indicated by the CAG Indicator.
2.2 Unauthorized UEs trying to gain access to CAG cell via L2 U2N Relay
Let’s consider again an L2 U2N Relay that is configured for multiple PNI-NPNs requiring CAG or for one or more PNI-NPNs requiring CAG together with one or more generic PLMNs. If such L2 U2N Relay attaches to/camps on a CAG cell it will check if it is allowed to do so by looking at its Allowed CAG list. If it is allowed, then the L2 U2N Relay will start making itself discoverable. However, as per observations 3 and 5 no information is provided at the L2 U2N Relay to associate the RSCs with a particular network, hence it is not clear which RSC the L2 U2N Relay needs to provide/responds to during discovery, and hence will provide/respond to all provisioned RSCs at the L2 U2N Relay during discovery. The disadvantage of this if a L2 U2N Relay attaches to/camps on a NPN-only CAG cell based on a set of allowed CAG IDs for a particular PNI-NPN, then also all L2 Remote UEs that are not subscribed to the PNI-NPN but that are configured with any of the RSCs provided during discovery by that L2 U2N Relay will be able to discover the respective L2 U2N relay and may try to connect to the network via this U2N relay (because it discovers an RSC that it supports) even though such Remote UEs that are not allowed to connect to such NPN-only CAG cells or not allowed to connect to that particular PNI-NPN. This leads to unnecessary load on the CAG cells and unnecessary failures when such Remote UEs are trying to connect to the network via the L2 U2N Relay.
Observation 7: in case an L2 U2N Relay is configured with different RSCs for multiple PNI-NPNs requiring CAG or for one or more PNI-NPNs requiring CAG together with one or more generic PLMNs, then the L2 Relay UE that attaches to/camps on an NPN-only CAG cell will make itself discoverable (e.g. by providing a set of RSCs unrelated to the PNI-NPN configured with the CAG) to Remote UEs that are not allowed to connect to such NPN-only CAG cell. This leads to unnecessary load on the CAG cells and unnecessary failures when such Remote UEs are trying to connect to the network via the L2 U2N Relay.
In order to solve this, the same solution as described above, i.e. to associate each RSC with a list of CAG identifiers, can be used.
Proposal 3: Associating each RSC with a list of CAG identifiers as described in Proposal 2 can also be used to resolve the issue described in Observation 7.
3. Summary and proposals
Based on the following observations:
Observation 1: current UE policies for ProSe provide only a flat list of RSCs that are not linked to a particular network.
Observation 2: since for NPNs roaming is not supported, it is not clear for a Remote UE which RSC to use during discovery and for connection establishment to a particular SNPN or PNI-NPN.
Observation 3: a U2N Relay is not provisioned with information about which RSC to use during discovery for gaining access to SNPN or PNI-NPN.
Observation 4: if a remote UE does not use the correct RSC during connection setup, then the connection setup would fail as per the security procedures in TS 33.503, and hence waste unecessary resources.
Observation 5: No information is provisioned for layer-2 remote UE and layer-2 U2N relay to decide which RSC to use for getting access to a particular SNPN if multiple RSCs for multiple SNPNs/PLMNs are configured, and for layer-3 remote UE and U2N relay the provisioned slice and DNN information may not be unambiguously assocated with a particular SNPN or other network if multiple RSCs for multiple SNPNs/PLMNs are configured.
Observation 6: in case an L2 U2N Relay and Remote UE are configured with different RSCs for multiple PNI-NPNs requiring CAG or for one or more PNI-NPNs requiring CAG together with one or more generic PLMNs, then the L2 Remote UE may select the wrong RSC and connection setup to the network via the L2 Relay will fail.
Observation 7: in case an L2 U2N Relay is configured with different RSCs for multiple PNI-NPNs requiring CAG or for one or more PNI-NPNs requiring CAG together with one or more generic PLMNs, then the L2 Relay UE that attaches to/camps on an NPN-only CAG cell will make itself discoverable (e.g. by providing a set of RSCs unrelated to the PNI-NPN configured with the CAG) to Remote UEs that are not allowed to connect to such NPN-only CAG cell. This leads to unnecessary load on the CAG cells and unnecessary failures when such Remote UEs are trying to connect to the network via the L2 U2N Relay.
it is proposed to endorse the following proposals and specify the related enhancements to 5GS to support Proximity Services in the context of NPNs in a revision of TS 23.304 CR 0436:
Proposal 1: extend the 5G ProSe UE-to-Network Relay Discovery policy/parameters for 5G ProSe UE-to-Network Relays and 5G ProSe Remote UE in clause 5.1.4.1 with an optional SNPN identifier per RSC, at least for layer-2 relays. An RSC associated with such optional SNPN identifier is only allowed to be used if the NCGI of the cell that is serving the 5G ProSe UE-to-Network Relay or on which it is camping includes the same SNPN identifier.
Proposal 2: extend the 5G ProSe UE-to-Network Relay Discovery policy/parameters for Layer-2 5G ProSe UE-to-Network Relays and Layer-2 5G ProSe Remote UE in clause 5.1.4.1 with an optional CAG Indicator per RSC. An RSC associated with such optional CAG Indicator is only included by a 5G ProSe UE-to-Network Relay during discovery if the Layer-2 5G ProSe UE-to-Network is currently served by a CAG cell or can connect to a CAG cell that supports a CAG identifier indicated by the CAG Indicator.
Proposal 3: Associating each RSC with a list of CAG identifiers as described in Proposal 2 can also be used to resolve the issue described in Observation 7.

